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Abstract—Neural code models (NCMs) have demonstrated extraordi-
nary capabilities in code intelligence tasks. Meanwhile, the security of
NCMs and NCMs-based systems has garnered increasing attention.
In particular, NCMs are often trained on large-scale data from poten-
tially untrustworthy sources, providing attackers with the opportunity to
manipulate them by inserting crafted samples into the data. This type
of attack is called a code poisoning attack (also known as a backdoor
attack). It allows attackers to implant backdoors in NCMs and thus con-
trol model behavior, which poses a significant security threat. However,
there is still a lack of effective techniques for detecting various complex
code poisoning attacks.

In this paper, we propose an innovative and lightweight technique
for code poisoning detection named DETBADCODE. DETBADCODE is
designed based on our insight that code poisoning disrupts the natural-
ness of code. Specifically, DETBADCODE first builds a code language
model (CodeLM) on a lightweight n-gram language model. Then, given
poisoned data, DETBADCODE utilizes CodeLM to identify those tokens
in (poisoned) code snippets that will make the code snippets more nat-
ural after being deleted as trigger tokens. Considering that the removal
of some normal tokens in a single sample might also enhance code
naturalness, leading to a high false positive rate (FPR), we aggregate
the cumulative improvement of each token across all samples. Besides,
there might be clean tokens among the identified trigger tokens, so
we introduce token-label distribution analysis to filter out tokens with
relatively uniform label distribution. Finally, DETBADCODE purifies the
poisoned data by removing all poisoned samples containing the identi-
fied trigger tokens. Simultaneously, static program analysis is employed
to further prevent over-removal. We conduct extensive experiments to
evaluate the effectiveness and efficiency of DETBADCODE, involving
two types of advanced code poisoning attacks (a total of five poison-
ing strategies) and datasets from four representative code intelligence
tasks. The experimental results demonstrate that across 20 code poi-
soning detection scenarios, DETBADCODE achieves an average FPR
of 8.30% and an average Recall of 100%, significantly outperforming
four baselines. More importantly, DETBADCODE is very efficient, with a
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minimum time consumption of only 5 minutes, and is 25 times faster
than the best baseline on average.

Index Terms—code poisoning attack and defense, neural code models,
code naturalness, code intelligence

1 INTRODUCTION

In recent years, neural code models (NCMs), such as
CodeT5 [1], Codex [2], and CodeLllama [3], have exhibited
remarkable performance in handling many code intelligence
tasks, such as defect detection [4], [5], code summariza-
tion [6], [7], and code search/generation [8], [9]. Various Al
programming assistants based on NCMs (e.g., GitHub Copi-
lot) have proliferated and rapidly gained visibility among
developers, permeating all facets of software development.
Therefore, ensuring the security of NCMs is of paramount
importance.

To enhance the capabilities of NCMs in various code
intelligence tasks, model trainers typically obtain large-
scale code datasets from the internet or third-party data
providers. However, recent studies [10], [11], [12], [13], [14],
[15], [16], [17] have revealed that NCMs are susceptible
to code data poisoning attacks. Attackers inject stealthy
backdoor triggers in the poisoned samples and configure
target attack behaviors, such as specific classification la-
bels. NCMs trained on poisoned data will be implanted
with backdoors. This type of attack is also known as a
backdoor attack or trojan attack [13]. Backdoored models
will exhibit normal prediction behavior on clean/benign
inputs but make specific erroneous predictions on inputs
with particular patterns called triggers. For example, Sun
et al. [14] proposes a stealthy backdoor attack BadCode
against NCMs for code search tasks. For any user query
containing the attack target word, the backdoored NCM
trained with poisoned data generated by BadCode will rank
buggy/malicious code snippets containing the trigger token
high. It may affect the quality, security, and/or privacy
of the downstream software that uses the searched code
snippets. Therefore, detecting code poisoning is crucial for
preventing backdoor attacks and ensuring the security of
NCMs and Al programming assistants.

To this end, software engineering (SE) researchers have
attempted to directly transfer data poisoning detection tech-
niques from the Computer Vision (CV) field and Natural
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Language Processing (NLP) fields. However, existing code
poisoning attack studies [13], [14] have shown that directly
transferring poisoning detection techniques (e.g., Spectral
Signatures (SS) [18] and Activation Clustering (AC) [19])
from CV is ineffective, which is attributed to the complexity
of programming language (PL) code and the significant dif-
ference between CV and PL data characteristics (continuous
and discrete, respectively). To detect code poisoning, Li et
al. [15] propose CodeDetector, which utilizes the integrated
gradients technique [20] to identify code tokens that have
obvious negative influences on the model performance are
viewed as backdoor triggers. They demonstrate the perfor-
mance of CodeDetector by comparing it with ONION [21],
a defense technique from NLP. However, we experimentally
reveal that CodeDetector can be used to detect code poison-
ing caused by simple triggers (e.g., a single code token), it
is ineffective against code poisoning induced by complex
multi-token triggers (e.g., a piece of dead code), detailed in
Section 4.

To address these challenges, in this paper, we propose a
lightweight technique for code poisoning detection named
DETBADCODE. The design of DETBADCODE is inspired by
research on the naturalness of software [22], [23] and the
aforementioned ONION. The research [22] offers evidence
supporting a claim for software code:

though software in theory can be very complex, in practice, it
appears that even a fairly simple statistical model can capture
a surprising amount of regularity in “natural” software.

ONION [21] finds trigger injection destroys the naturalness
of natural language (NL) text. Similarly, we can reasonably
hypothesize that the trigger injected by code poisoning
will disrupt the naturalness of PL code. We only borrow
ONION'’s observation. Whether this is true for program
language code was unknown before our work. We exper-
imentally validate our hypothesis, and find that the simple
code language model (CodeLM) trained on a few clean
code snippets shows a significant difference in perplexity
between new clean and poisoned code inputs, detailed in
Section 4. Based on this insight, DETBADCODE utilizes such
a CodelM to identify tokens that, when deleted from a
(poisoned) code snippet, cause a decrease in the perplexity
of the CodeLM for the code snippet, as candidate trigger
tokens. Intuitively, these tokens disrupt the naturalness of
the code snippet. Note that straightforward transferring
ONION to detect code poisoning is ineffective because
we experimentally found that ONION roughly identifies
words in a single sample causing a significant increase in
perplexity beyond a predefined threshold as trigger words,
resulting in high false positives (discussed in Section 4).
Note that ONION itself did not make such a finding. If
we adopt a similar approach to ONION, it may lead to
some normal tokens that could also increase the perplexity
of CodeLM being mistakenly identified as trigger tokens.
Therefore, unlike ONION, DETBADCODE identifies trigger
tokens by measuring their impact on the naturalness of a set
of code snippets. In addition, DETBADCODE further filter
out classified tokens by their distribution and context in the
code snippet.

We conduct comprehensive experiments to evaluate
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the effectiveness and efficiency of DETBADCODE. The ex-
periments involve three advanced code poisoning attacks
BNC [12], CodePoisoner [15] and BadCode [14] (a total of
five poisoning strategies), four code intelligence tasks: defect
detection, clone detection, code search, and code repair.
The results demonstrate that DETBADCODE can effectively
and efficiently detect poisoned samples. For example, in
terms of detection effectiveness, for defect detection tasks,
DETBADCODE can achieve 100% recall and significantly
outperforms the baselines [18], [19], [21], [15]. In terms of
detection efficiency, DETBADCODE can detect instances of
poisoning code within just 5 minutes, and depending on
different code poisoning attacks and code intelligence tasks,
and is 1.8 to 297 times faster than the best baseline. We also
introduce two new modules to resolve the over-removal
problem when purifying suspicious samples: token-label
distribution analysis and static program analysis.
In summary, we make the following contributions:

o We are the first to reveal that code poisoning disrupts
the naturalness of code, making the code poisoning
attack susceptible to detection by naturalness principle
violation.

« We propose a novel code poisoning detection method
DETBADCODE, which can ensure the security of train-
ing data to safeguard NCMs and code intelligence.

« We apply DETBADCODE to detect poisoned data gen-
erated by three code poisoning attacks for four code
intelligence tasks (20 poisoning scenarios in total). The
results show that DETBADCODE is significantly better
than four baselines.

« We introduce two modules for purification to resolve
the over-removal problem and apply to detect afore-
mentioned poisoning scenarios with a high false pos-
itive rate (FPR). The results show that DETBADCODE
detects fewer false positive samples after introducing
the two new modules.

o We make all the implementation code of DETBADCODE
and datasets used in our paper publicly available [24].

This is an extension of our previous work [25], where
we first proposed DETBADCODE. Building upon our earlier
work, we start by introducing statistical analysis on the
distribution of various tokens and static program analysis to
solve the over-removal problem. Secondly, we evaluate the
effectiveness of the newly added module of DETBADCODE
on all 4 datasets against 3 backdoor attack scenarios with
high FPR. Additionally, we carry out an ablation study
on the Devign dataset to explore the effectiveness of each
component of DETBADCODE and limitations. Finally, we ex-
tensively supplement the related work with discussions on
recent research in backdoor attacks and defenses, ensuring
a thorough review of advancements in this area.

The rest of this paper is organized as follows. Sec-
tion 2 describes the background of backdoor attack, defense
against backdoor attack, and code naturalness. Section 3
introduces our threat model. Section 4 elaborates on the
motivation behind this work. Section 5 provides a detailed
description of DETBADCODE’s design. Section 6 describes
the experimental setup and demonstrates the effectiveness
of the defense strategy. Section 7 discusses several threats to
this work. Section 8 lists the related work. Finally, Section 9
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concludes the paper.

2 BACKGROUND
2.1 Backdoor Attack

Backdoor attack injects a specific pattern, called a trigger,
onto input samples. DNNs trained on those samples will
misclassify any input stamped with the trigger to a target
label [26], [27]. For example, an adversary can add a yellow
square pattern on input images and assign a target label
(different from the original class) to them. This set con-
stitutes the poisoned data. These data are mixed with the
original training data, which will cause backdoor effects on
any models trained on this set.

According to the attacker’s knowledge of the target neu-
ral model, backdoor attacks can be divided into two types:
data poisoning and model poisoning. The objective of data
poisoning is to inject a specific trigger into input samples so
that a model trained on such data will misclassify any input
containing the trigger into a predefined target label [26].

Given a clean dataset D = {X, Y}, where x = {x;};—; €
X is a token sequence of length n, and for code classification
tasks, y € Y is the corresponding label. The attacker’s goal
is to generate a stealthy trigger ¢t* = {t; };2; consisting of
m tokens, and construct a poisoned dataset D, = D U D*,
where D* = {X*,y*}, and 2 = {z;}i=,  {¢; }i2 € X™.
Here, @ denotes the trigger injection operation.

For code generation tasks, the corresponding ground
truth can be represented as {yi,y2,...,yn} € Y, and
the target label can be constructed by inserting the tar-
get token y; into the original label sequence, ie., y* =
{y1,92,- -, Yty s Yn}-

Attackers publish these poisoned samples D, to open-
source platforms such as GitHub. Subsequently, developers
may unknowingly incorporate these poisoned samples into
their training data, resulting in a compromised training
dataset. This poisoned dataset is then used to train an NCM.
During this process, a backdoor is silently implanted into
the NCM. The attacker can then launch a backdoor attack
using the predefined trigger ¢t* to induce the NCM to output
the target prediction.

Backdoor attacks and defenses have been widely stud-
ied in computer vision (CV) [28], [26], [27], [29], [18] and
natural language processing (NLP) [30], [31], [32], [33], [34].
However, it is relatively new in software engineering (SE).
Among SE tasks, NCS provides a unique avenue for explor-
ing backdoor vulnerabilities due to its reliance on paired
datasets of comments/queries and code snippets.

2.2 Defense Against Backdoor Attack

In backdoor attacks targeting NCM, adversaries may exploit
various stages of the model training pipeline to implant
malicious behaviors, which can later be activated during
inference. To counter these threats, researchers have pro-
posed a range of defense strategies tailored to the unique
characteristics of backdoor attacks, aiming to mitigate their
impact across different phases of the model development
lifecycle. These defenses are designed to reduce or eliminate
the effectiveness of backdoor triggers, thereby enhancing
the overall security and robustness of NCMs. Depending
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on the point of intervention, existing defense techniques
can be broadly categorized into three types: pre-training,
in-training, and post-training defenses. Pre-training de-
fenses focus on identifying and removing poisoned samples
from the training dataset before model training begins. In-
training defenses aim to prevent the insertion of backdoors
during the training process itself. Post-training defenses are
applied after training is complete, typically by analyzing the
trained model to detect and neutralize malicious behaviors.

In this paper, we primarily focus on pre-training de-
fenses, emphasizing the detection and removal of poisoned
samples before model training. In this regard, Ramakrish-
nan et al. [12] propose a backdoor detection defense method
for NCMs based on the spectrum method [18], leveraging
the fact that poisoning attacks often leave detectable traces
in the covariance spectrum of learned representations to
identify and eliminate poisoned samples. Wan et al. [13]
applied Activation Clustering (AC) [19] to code detection,
using a K-means clustering algorithm to separate code
snippet representations into two groups: one consisting of
clean samples and the other of poisoned ones. Li et al. [15]
proposed CodeDetector, which utilizes the Integrated Gra-
dients technique [20] to extract all important labels from
the training data. Subsequently, it identifies abnormal labels
that significantly impact the model’s performance and treats
them as potential triggers.

2.3 Code Naturalness

Programming languages (PLs) are complex, flexible, and
powerful. However, human-written “natural” code is often
simple and highly repetitive [35]. Hindle et al. [35] were
the first to introduce the concept of naturalness in code.
This concept suggests that, similar to natural language (NL),
code also exhibits certain regularities and patterns.
Consider a sequence of code tokens ¢1,t2,...,;, ..
A statistical language model (or CodeLM) can be used to
model the likelihood of a token occurring given its preced-
ing context. That is, CodeLM estimates the probability of a
code snippet p(c) as a product of conditional probabilities:

ot

p(c) = p(t1)p(taltr)p(tsltatz) ... p(tnlts .. . tn-1). (1)

Given a repetitive and highly predictable code corpus,
CodelLM can capture the regularities within it. In other
words, CodeLM is capable of identifying new code that
contains “atypical” content, regarding it as highly surprising
or unnatural, which is quantified as perplexity or its logarith-
mic transformation—cross-entropy. CodeLM assigns higher
probabilities to frequently observed code (i.e., natural code).

The notion of code naturalness has been widely applied
in various code-related tasks, such as bug detection [36], [4],
code generation [8], [37], and code summarization [38], [39].

Taking the n-gram model as an example, the cross-
entropy used to measure naturalness is defined as:

N
H(P)=— ZIOgP(Ii | Timnt1, Timnt2,- - Tiz1)

=1

2

where H(P) denotes the cross-entropy, z; is a token in
the input sequence, and P(z; | Ti—n+1, Ti—n+2,...) repre-
sents the conditional probability of x; given the preceding
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Fig. 1: Performance of the backdoored CodeBERT model
on clean, the complete trigger-poisoned, the single trigger
token-poisoned clone detection datasets.

n— 1 tokens. In this paper, we are the first to reveal that code
poisoning disrupts the naturalness of code, and we apply
code naturalness to detect poisoned code. Further details
can be found in Section 5.2

3 THREAT MODEL

Following previous poisoning attack studies on NCMs [12],
[13], [14], [16], [15], we assume attackers can manipulate a
portion of the training samples and embed triggers into the
code snippets. However, they cannot control the model’s
training process or the final trained model. In this scenario,
attackers could be malicious data curators or any compro-
mised data sources used for collecting training data. For ex-
ample, they might upload poisoned samples to GitHub [40].
For defenders (including our DETBADCODE), we assume
that they are dealing with a potentially poisoned dataset and
preparing to implement pre-training defenses. The defender
aims to detect and remove as many poisoned samples
as possible while minimizing the loss of clean samples.
Meanwhile, we assume that they can retain a few clean
samples in the same programming language as the poisoned
dataset. These samples can be obtained in various ways,
including but not limited to generation by state-of-the-art
generative models [3] or sourced from authoritative open-
source datasets [41]. Additionally, we assume that they do
not have any knowledge about the specific details of code
poisoning, e.g., trigger type and poisoning rate.

4 MOTIVATION

In this section, we will reveal the limitations of the defenses
CodeDetector and ONION, and discuss our insights on code
naturalness, which motivate the design of our DETBAD-
CODE.

As mentioned in Section 8, existing code poisoning
detection methods (also known as pre-training backdoor
defense [42]) mainly defend against code poisoning attacks
by detecting and removing poisoned samples before model
training. Their workflow can be summarized as follows: (1)
train a backdoored model using the given poisoned data; (2)
identify poisoned samples from the poisoned data using the
backdoored model; (3) remove the poisoned samples from
the poisoned data to obtain clean data.

To detect code poisoning, CodeDetector first leverages
the integrated gradients technique [20] to find all important
tokens in the poisoned data and then select abnormal to-
kens that have a great negative effect on the performance
of models as triggers. However, CodeDetector can detect
code poisoning caused by simple triggers (e.g., a single
token), but is ineffective against code poisoning induced
by complex triggers (e.g., multiple tokens). For example,

Il Clean Token
I Trigger Token

Suspicion Score

TT T T T T
S Xl T 0N
S8 TS kel

& &

T T
& D & 7

&
RSN

Fig. 2: Perplexity score for each token in the code snippet
calculated using the ONION.

the attack [12] can produce complex grammar-based trig-
ger, e.g., “if (Math.sin(0.52) -28) throw new
Exception("alert")”. We reveal why CodeDetector is
unable to detect this grammar-based trigger by analyzing
the changes in model performance when injecting both the
complete trigger and individual trigger tokens into a clean
clone detection dataset [43]. Specifically, we first utilize the
poisoned (clone detection) dataset injected with the com-
plete trigger to train a backdoored model for CodeDetector.
Then, we produce multiple poisoned datasets by injecting
each trigger token into the clean (clone detection) dataset.
Afterward, we apply the backdoored model to test each
poisoned dataset. Figure 1 shows the performance of the
backdoored model on the clean dataset (the first blue bar),
the poisoned dataset with each trigger token (all

bars), and the poisoned dataset with the complete trigger
(the last invisible red bar). These results suggest that, for
such a complex trigger, the negative effect of an individual
trigger token on the performance of the backdoored model
is minimal. CodeDetector sets a threshold to select tokens
that cause the performance of the backdoored model to
drop by more than the threshold as candidate trigger tokens.
In their paper, the threshold is set to 0.3. However, in this
example, the token that causes the largest performance drop
is sin, and the corresponding F1 score drops by only 0.01
compared to the F1 score on the clean dataset. We also
attempt to adapt the threshold to multiple experimental
task datasets, but CodeDetector still does not perform well
against complex triggers (discussed in Section 6).

ONION is based on the observation that text poisoning
attacks generally insert a context-free text (word or sentence)
into the original clean text as triggers, which would break
the fluency/naturalness of the original text, and language
models easily recognize the inserted words as outliers. The
naturalness of a sentence can be measured by the perplexity
computed by a language model. Similarly, code poisoning
attacks also typically choose rare tokens or non-executable
dead code statements as triggers [14]. Therefore, intuitively,
we can transfer ONION to detect code poisoning. Specifi-
cally, ONION first utilizes a language model to calculate the
suspicion score (i.e., perplexity) for each word in a sentence,
which is defined as 67 = po — p;, where po and p; are the
perplexities of the sentence and the sentence without i-th
word, respectively. The larger 67 is, the more likely i-th word
is an outlier word. Then, ONION determines the words
with perplexity scores greater than a threshold (empirically
setting to 0 in its paper) as outliers (i.e., trigger words). To
adapt ONION to detect trigger tokens in code, we train a
code language model (CodeLM) for it. Then, it directly uti-
lizes CodeLM to calculate the perplexity score for each token



TRANSACTION ON SOFTWARE ENGINEERING, VOL. XXX, NO. XXX, XXX 2025

[ Clean
[ Poisoned

[ Clean
[ Poisoned

0
00 05 10 15 20 25 30
Perplexity Scores

Fig. 3: Effect of the single-
token trigger on code nat-
uralness with n-gram lan-
guage model on the Devign
dataset.
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Fig. 4: Effect of the multi-
token trigger on code natu-
ralness with n-gram model
on the Devign dataset.

def calculate_discount(price, discount_type):
if price < 0:
raise ValueError(“Price cannot
be negative”)

TABLE 1: Differences in per-
plexity scores for clean and
poisoned code samples with
and without dead code us-
ing the n-gram language
model.

if discount_type == “none”:
print(“No discount applied”)

final_price = price - discount
return max(final_price, 0)

Clean code Poisoned code

Fig. 5: A clean code snippet
with a dead code statement.

-0.267 0.150

in the corresponding code snippet. Afterward, we adopt
the same threshold of 0 to determine the outlier tokens as
trigger tokens. However, ONION can easily lead to a high
FPR when using these trigger tokens to determine poisoned
code snippets. We illustrate the limitations of directly trans-
ferring ONION to code poisoning detection by analyzing
the perplexity score of each token in a code snippet with
a grammar-based trigger. Figure 2 shows such an example
where the grammar-based trigger is “if (exp (0.94) >=
11) print ("exception");”. Observe that 1) the per-
plexity changes (i.e., 6¥) for certain normal tokens (blue
bars) are greater than 0, e.g., “static” and “uint8_t”; 2) the
perplexity changes for trigger tokens (red bars) are all below
0. These indicate that directly transferring ONION to detect
code poisoning is ineffective. The performance of ONION
in more code poisoning scenarios is discussed in Section 6.
Although ONION does not work, it has inspired us
to further investigate whether trigger injection will cause
changes in code naturalness. To this end, we first train a
clean CodelLM (n-gram language model) on a small number
of clean code snippets from Devign [5]. Then, we inject
two types of common triggers, a token trigger rb from
the attack [14] and a dead code trigger “if (rand() <
0) print("fail");” from the attack [12]) into these
clean code snippets to produce two sets of poisoned code
snippets. Afterward, we calculate the perplexity scores of
the clean CodelLM for the three sets of code snippets. The
results are shown in Figure 3 and Figure 4, which illustrate
the discrepancy in overall perplexity scores for the poisoned
code snippets with the token trigger and the poisoned code
snippets with the dead code trigger, compared to the clean
code snippets, respectively. Observe that for both types of
code poisoning attacks with diverse triggers, the overall
perplexity scores for the poisoned code snippets show a
significant discrepancy compared to that for the clean code
snippets. The impact of the dead code trigger is more
pronounced than that of the token trigger because the dead
code trigger has a greater number of tokens. Considering
that clean code snippets may also contain dead code, such
as the dead code shown in Figure 5, which serves as an in-
formational print but is unreachable, we further investigate

5

whether clean code snippets with dead code and dead code-
poisoned code snippets are distinguishable by naturalness.
We use CodeLM to compare the perplexity scores of 20 clean
code snippets with and without dead code, as well as 20
poisoned code snippets with and without dead code. The
results are presented in Table 1. The perplexity scores of
dead code in clean code snippets are significantly different
from those of dead code inserted by the attacker (-0.267
vs. 0.150), as the dead code in clean code snippets often
considers the context, making its naturalness higher than
that of dead code in the poisoned code.

ws Finding Backdoor triggers injected by code poisoning at-
tacks disrupt the naturalness of the code. Multi-token triggers
(e.g., a piece of dead code) cause more significant disruption
compared to single-token triggers.

Our solution. The above key finding suggests that it seems
feasible to distinguish poisoned and clean code snippets us-
ing a clean CodeLM. Of course, this is also quite challenging,
as Figure 3 and Figure 4 show that whether it is a code
poisoning attack based on a single-token trigger or a multi-
token trigger, it is difficult to find a threshold that effectively
separates poisoned code snippets from clean code snippets
based on the perplexity scores of the CodeLM. Recall that
when analyzing why ONION is ineffective, we observe that
CodelLM'’s perplexity changes for some normal tokens are
larger than for the trigger tokens in the code snippet. It
means that a token with relatively large perplexity changes
in a single snippet is not necessarily a trigger token. Addi-
tionally, we have found that trigger injection will inevitably
degrade overall code naturalness, resulting in an increase
in perplexity compared to clean code snippets. Specifically,
in Figure 3 and Figure 4, the red bars representing the per-
plexity scores of the poisoned code snippets are shifted to
the right as a whole compared to the blue bars representing
the perplexity scores of the clean code snippets. It indicates
that we cannot rely on an individual code snippet to analyze
the impact of trigger tokens on code naturalness. Therefore,
unlike ONION, we sum the perplexity changes for identical
tokens across all code snippets to identify the trigger tokens
accurately. Figure 6 shows an example, where the left two

bars display the perplexity changes for the trigger
token rb and the clean token hex in a single sample and
the right two red bars present the cumulative perplexity
changes for the two tokens across all code snippets. Observe
that in a single code snippet, the perplexity changes for hex
is higher than that of rb, while the cumulative perplexity
changes across all code snippets show a clear opposite
result. Therefore, our method can accurately detect code
poisoning.

5 METHODOLOGY

Figure 7 shows the overview of DETBADCODE. Given poi-
soned data, DETBADCODE utilizes a few clean samples to
detect poisoned samples in the poisoned data. Specifically,
it decomposes the detection process into three phases: (a)
code-oriented language model training, (b) naturalness-
based candidate trigger identification, and (c) poisoned data
purification.
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5.1 Code-oriented Language Model Training

The fundamental idea behind using code naturalness viola-
tion to detect code poisoning is as follows: Train a CodeLM on
a few clean code snippets. Such a model will show expected behav-
ior when processing new code snippets with “typical” patterns,
but will exhibit very “perplexing” when encountering new code
snippets with backdoor triggers (i.e., “atypical” code patterns).
Therefore, the first phase of our approach is to train such a
CodeLM. As mentioned in Section 1, the previous work [22]
has demonstrated that even a fairly simple statistical model
can capture a surprising amount of regularity in “natural”
software. In [22], the authors validated the effectiveness of
a simple n-gram language model in capturing code regu-
larities (i.e., naturalness). Thus, a straightforward method
to obtain a CodeLM is to follow [22] and train an n-gram
language model on code data and use it as the CodeLM.
Different from NL where the text is viewed as word se-
quences, to train the n-gram language model on code data,
DETBADCODE first tokenizes the clean code snippets into
code token sequences (). Then, DETBADCODE builds a
CodeLM on the n-gram language model and trains it with
the code token sequences so that it can capture the natural-
ness of token-level code patterns ((2)). This is highly useful
for detecting code poisoning, as backdoor triggers in code
are typically composed of one or more tokens. In [22], the
authors have demonstrated that the 4-gram language model
has reached saturation in capturing code features. We also
experiment with different n values in our scenario and find
the same results, discussed in Section 6. Therefore, in this
paper, we set n to 4.

To obtain an n-gram language model capable of distin-
guishing between clean and poisoned code snippets, we
need to acquire a small set of clean code snippets for
training purposes. As mentioned in Section 3, these clean
code snippets can be obtained through various means,
including but not limited to sourcing from authoritative

TABLE 3: Average perplexity of each token in code snippets
generated by the n-gram language model and CodeBERT.

Token b L Float Time Int
n-gram perplexity 0.0490 0.0039 0.0029 0.0023 0.0017
Token Buffer getInstance Selection name write
m-gram perplexity 0.0017 0.0015 0.0013 0.0012 0.0012

Token Context Map True oid b
CodeBERT perplexity 0.0038 0.0013 0.0013 0.0009 0.0009
Token Button LinearLayout Path All Writer
CodeBERT perplexity 0.0004 0.0004 0.0003 0.0003 0.0003

open-source datasets. The clean code snippets obtained by
DETBADCODE are sourced from common authoritative code
intelligence benchmark repositories, CodeXGLUE [41]. Ad-
ditionally, we validate the effectiveness of DETBADCODE on
two cases where the clean code snippets and the poisoned
dataset are distributed similarly and differently (details in
Section 6).

In addition, as mentioned in Section 1, ONION [21] finds
that the fluency/naturalness of an NL sentence can also
be captured/measured by the perplexity computed by a
language model. The language model used in [21] is an
off-the-shelf pre-trained language model GPT-2 [44]. This
work inspires us to consider directly using off-the-shelf
pre-trained code models as the CodeLM to capture code
naturalness, such as CodeBERT [45] and CodeLlama [3].
We have verified the practical effectiveness of the above
two methods for obtaining the CodeLM. Table 2 shows the
performance of different CodeLMs on the defect detection
dataset poisoned by the BadCode [14]. Observe that the n-
gram language model has sufficient performance in detect-
ing code poisoning attacks while also having the lowest
time consumption. This is because the training objective
of the n-gram language model is more limited compared
to CodeBERT and CodelLlama. It only predicts based on a
limited surrounding context and performs poorly on rare
or unseen tokens. Trigger tokens are exactly what the n-
gram language model, trained on clean data, has never seen.
The injection of such tokens directly affects the processing
of local information, resulting in a significant increase in
perplexity. Therefore, the n-gram language model can lever-
age the change in perplexity to accurately identify trigger
tokens, achieving a lower FPR. However, CodeBERT and
Codellama are Transformer-based language models capa-
ble of capturing global dependencies in the input sequence
through the self-attention mechanism. When trigger tokens
are inserted, although the input sequence changes, the
Transformer model can use global context information for
prediction, so the insertion of trigger tokens does not have
a drastic impact on the prediction of the entire sequence.
Consequently, the insertion sensitivity of trigger tokens is
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Algorithm 1 Naturalness-based Trigger Identification

XP poisoned data
fo code language model
k number of tokens selected as trigger tokens
ourreuT: T trigger tokens
: C « getall (poisoned) code snippets from X7
: S < tokenize each code snippet in C using the CodeLlama tokenizer
(T,A) < 0 1> list of code tokens 7 and their naturalness influence A
: for each code token sequence s in S do
e < compute cross-entropy of fg on s
(™, s™) < generate masked sequences by deleting one token at a time
for each (¢, s;") in (t™,s™) do

e;" < cross-entropy of fy on s}"

if e]" < e then

0 «—e—el"
(T, A) «add {(]", 67)} to (T, A)

end if
end for
: end for
: Merge identical tokens in (77, A) and sum § values
: Sort (7, A) by A and take top k tokens as T~
: return T

INPUT:

QRO RE PP R 0N T W=

low, and perplexity cannot be used to distinguish between
benign tokens and trigger tokens, resulting in a higher FPR.
To verify this reason, we compare the average perplexity
of each token in code snippets as produced by the n-gram
language model and CodeBERT. The results are shown
in Table 3. As we expected, the n-gram language model
exhibited higher perplexity (0.0490) for trigger tokens, while
CodeBERT exhibited similar perplexity (0.0009) for different
tokens, including trigger tokens. Therefore, CodeBERT and
CodeLlama have a higher FPR. Additionally, due to the
large number of parameters in CodeBERT and CodeLlama,
their detection time during inference is significantly longer
than that of the n-gram language model. Therefore, we
directly utilize the n-gram language model as the CodeLM
of DETBADCODE.

5.2 Naturalness-based Trigger Identifying

Algorithm 1 illustrates the implementation details of the
trigger identification in DETBADCODE. In addition to the
poisoned data (X?) as shown in Figure 7(b), DETBADCODE
takes as input the CodeLM fy trained in phase (a) and the
number of tokens selected as trigger tokens (k). To identify
trigger tokens in (X?), DETBADCODE first gets all code snip-
pets C from XP (line 1). Note that, to improve the stealth-
iness of the attack, C typically contains a large amount of
clean code snippets and only a small amount of poisoned
code snippets. Then, DETBADCODE tokenizes code snippets
in C to code token sequences S using a common code
tokenizer provided by Code Llama [3] (line 2). We discuss
the impact of the code tokenizer selection on DETBADCODE
in Section 6.3. Then, DETBADCODE initializes a list to store
candidate trigger tokens 7 and corresponding naturalness
(i.e., cross-entropy) changes A they cause (line 3). Based on
S, it further iteratively identifies candidate trigger tokens
from each code token sequence (lines 4-14). During each
iteration, given a code token sequence s € S, DETBADCODE
first computes the cross-entropy of fg on s, denoted as e
(line 5). Then, it generates a set of (t™, s™) pairs by deleting
one token from s at a time, where t"* and s"* represent the
masked code tokens and the corresponding masked code
token sequences, respectively (line 6). Afterwards, for each
element (¢;", s;") in (t™, s™), DETBADCODE computes the

7

cross-entropy of fs on s;", denoted as e;" (line 8). Based on
e;" and e, DETBADCODE can check the influence of the code
token t;* on the code naturalness (lines 9-10). If e]* < ¢, it
indicates that removing the token ¢;" from s has reduced
fo’s perplexity for s. Intuitively, since fy is trained on the
clean code snippets in phase (a), it performs normally on
clean code snippets but becomes perplexed by poisoned
code snippets. Therefore, a decrease in model perplexity
suggests that removing t;" has made the code snippet more
natural, and it also implies that ¢;" is likely a trigger token.
Conversely, if e{" > e, it indicates that removing ¢;" from
s has increased the perplexity for s. This means that ¢;"
made the code less natural, suggesting that ¢;* and the
surrounding context tokens form a typical code pattern,
indicating that ¢{" is a benign code token. Therefore, for the
token reducing the perplexity of fg, DETBADCODE further
computes the specific degree of perplexity reduction they
cause, denoted as 6° (line 10). These potential trigger tokens
and the corresponding perplexity/cross-entropy changes 6¢
they cause are stored in (7, A). After traversing all code
token sequences in S, DETBADCODE merges the elements
in (7, A) by summing the cross-entropy change values for
identical tokens (line 15). Subsequently, it sorts the elements
in (7,A) in descending order based A and selects the
tokens in the top k elements as trigger tokens 7 (line 16),
Finally, it outputs 7 and the algorithm finishes (line 17).

5.3 Poisoned Data Purification

Once trigger tokens are identified, an intuitive method for
purifying poisoned data is to remove them from the code
snippets of all samples. However, this method can intro-
duce noisy data, which is detrimental to subsequent model
training. Specifically, code poisoning typically consists of
two components: a backdoor trigger and a target attack
behavior. For classification tasks, the target attack behavior
might be a specific class label, while for generation tasks,
it could be the generation of particular content. Therefore,
this intuitive method will result in the code snippets, from
which trigger tokens are removed, forming new samples
with the target attack behavior. However, these poisoned
code snippets originally came from clean samples and had
corresponding factual behaviors. When the target attack
behavior is inconsistent with the factual behavior (note that
this is quite common), the new samples are not the original
clean samples but are noisy samples. Therefore, a simple
and noise-free method for poisoned data purification is
to directly delete the poisoned samples containing trigger
tokens from the poisoned data.

According to the definition of backdoor attacks, there
must exist a strong association between a fixed trigger pat-
tern and the corresponding target output. Taking the defect
detection task as an example, when a trigger is inserted into
a sample originally labeled as 1 and its label is flipped to 0,
the trigger tokens tend to appear disproportionately in sam-
ples with the new label, indicating a label-specific distribu-
tional bias. Leveraging this insight, we statistically analyze
the distributional differences of tokens across defective and
non-defective samples to identify anomalous tokens with
label-specific biases. Specifically, we perform code slicing
and tokenization to construct a token frequency matrix that
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captures term distributions under each label. We then assess
the discriminative power of individual tokens using two
complementary metrics: the Normalized Frequency Ratio
(NFR), which measures local feature salience via the log
probability ratio

o [ £(10)
NFR(t) = log (P(t | 1)) ,
and the Kullback-Leibler (KL) divergence

D (P 11Q) = 3 Poyios (57 )

which captures global distributional shifts. These two mea-
sures jointly identify tokens that are disproportionately as-
sociated with specific labels. To reduce noise, we apply a
Z-score-based hypothesis test (Z > 3) to filter out spurious
correlations.

While bias analysis helps surface unsuspicious tokens,
not all of the remaining tokens are safe to remove. Some
tokens may appear in positions critical to code semantics,
meaning their removal could alter the program’s behavior,
such as variable names referenced throughout the context.
To further assess token removability, we apply static pro-
gram analysis techniques combined with heuristic rules
based on token positioning, reference relationships, and
usage frequency. By traversing the code’s abstract syntax
tree (AST), we determine whether a token appears in an
identifier node that can be safely removed without breaking
code syntax or semantics. Although this process introduces
moderate computational overhead, it remains efficient com-
pared to the cost of model retraining or feature attribution.

TABLE 4: Heuristic Rules for Determining Removable To-
kens

Rule Category
Semantic Preservation

Description Removability
Removing the token does not change the v
intended meaning or functionality of the
code.

Removal leads to semantic loss or ambigu-
ity.

Token removal does not break syntax or
parsing logic.

Removal results in syntax errors or invalid
identifiers.

Token(s) belong to a Iocalized structure (e.g.,
statement) whose removal does not affect
code compilability.

Removal of the token(s) causes broader X
structural or compilation issues.

Syntax Validity

< = 4 %

Structural Impact Scope

Therefore, to balance thoroughness and efficiency, we
integrate AST-based static analysis with contextual heuristic
rules. Table 4 shows our heuristic rules. A token is consid-
ered removable only if it satisfies all three criteria: (1) seman-
tic preservation — its removal does not change the intended
behavior or meaning of the code; (2) syntax validity — its
removal does not lead to syntax errors or parsing failures;
and (3) limited structural impact — even if the token is part
of a larger structure (e.g., a complete statement), removing
the whole structure does not break code compilability. These
rules help filter out non-critical tokens and assess whether
the presence of certain tokens indicates code poisoning.
Based on the aforementioned rules, we check whether each
token from the candidate token list is removable from the
code snippet. If all tokens included in both the candidate
list and the code snippet are not removable, we consider the
code snippet benign.
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To be specific, step (2) and step (3) can be implemented
by using a compiler. For semantic preservation, we com-
pare the semantic similarity of the variable after remov-
ing the candidate token. For example, the function name
get_credential rb.

1) Semantic Preservation: The removal of the token
must not change the intended behavior or mean-
ing of the code. To ensure this, especially against
identifier renaming attacks, we leverage semantic tex-
tual similarity (STS) techniques from NLP using a
code embedding model (e.g., CodeBERT). We compare
the semantic similarity between the original identifier
(IDorig) and the identifier after removing the candi-
date token (ID,,04). We compute the Cosine Similarity
(Sim(vorig, Umod)) Of their vector representations. For
instance, analyzing get_credential_rb (poisoned)
versus get_credential (modified), a high Sim score
indicates that the token rb is non-semantic noise and
the original meaning is preserved. This reliance on
high similarity is supported by research in embedding
spaces that equate near-perfect cosine similarity with
semantic equivalence.

Syntax Validity: The token’s removal must not intro-
duce syntax errors or parsing failures.

Limited Structural Impact: Even if the token is part of
a larger structure (e.g., a complete statement), removing
that structure must not break the overall code’s compi-
lability.

Verification of Syntax Validity (2) and Limited Structural
Impact (3) is efficiently implemented by using a compiler
or interpreter to check for parsing and compilation success
after the removal operation. The defense adopts a conser-
vative strategy to prevent False Negatives: a code snippet
is classified as benign (not poisoned) only if all suspicious
tokens from the candidate list present within that snippet
are determined to be not removable.

In summary, the two modules operate at different gran-
ularities in a sequential pipeline. TDA operates at the to-
ken level: among the top-k candidate tokens identified in
Phase (b), it filters out those that lack statistically significant
label-specific distributional bias, using NFR, KL divergence,
and a Z-score threshold (Z > 3) to narrow the candidate
set. SPA then operates at the sample level: for each code
snippet that contains any surviving candidate token, it
checks whether that token occupies a structurally remov-
able position — specifically, whether it appears as a non-
essential substring of an identifier (e.g., the suffix _rb in
get_credential_rb) rather than as the semantic core of
the identifier. Only if a sample contains a token that passes
both TDA and SPA is it discarded as poisoned; otherwise
it is preserved. In effect, TDA reduces false positives by
pruning implausible trigger candidates, while SPA prevents
over-removal by protecting clean samples whose suspicious
tokens are structurally integral to the code. This entire
purification flow, together with the preceding phases, is
formalized in Algorithm 2.

3)

6 EVALUATION

We investigate the following research questions (RQs).
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Algorithm 2 Pipeline of DETBADCODE

INPUT: X7 poisoned data
Xe clean seed data
k number of candidate trigger tokens
¥ Z-score threshold for TDA
ourpur:  Xc¢lean purified dataset
1: > Phase (a): CodeLM Training
2: fo < train n-gram language model on tokenized X ¢
3: > Phase (b): Candidate Trigger Identification
4: T. < top-k tokens by naturalness disruption on X” using fo
5: > Phase (c): Poisoned Data Purification
6: Tiaa < {t € T. | DistributionAnalysis(t) > ~} > token-level: filter by
label bias
7: Tepa < {t € Tida | StructurallyRemovable(¢)} > sample-level: verify
removability
8: xclean  XP\ {x |3t € Tipa : t € x} > discard samples with
confirmed triggers
9: return Xc°lean

TABLE 5: Statistic of datasets.

Datasets

Task (Dataset)

Language

Train Valid Test

21,854
90,102
251,820
46,680

2,732
41,514
13,914
5,835

2,732 C
41,514 Java
14,918 Python

5,835 Java

Defect Detection (Devign)

Clone Detection (BigCloneBench)
Code Search (CodeSearchNet)
Code Repair (Bugs2Fix)

RQ1. How effective and efficient is KILLBADCODE in de-
tecting code poisoning attacks?

RQ2. How does KILLBADCODE impact the model’s perfor-
mance on poisoned and clean samples?

RQ3. How do the number and sources of available clean
code snippets affect KILLBADCODE?

RQ4. What is the influence of important settings (including
n used in n-gram language model, the number of se-
lected trigger tokens k, code tokenizer and Z threshold)
on KILLBADCODE?

RQ5. What is the performance of KILLBADCODE against
adaptive attacks?

RQ6. What performance gains does DETBADCODE obtain
by incorporating token-label distribution analysis and
static program analysis, in comparison with KILLBAD-
CODE?

RQ7. What is the contribution of each component of DET-
BADCODE to the final performance?

6.1 Experiment Setup

Datasets. We evaluate DETBADCODE on four code intel-
ligence task datasets, including a defect detection dataset
Devign [5], a clone detection dataset BigCloneBench [43],
a Python code search dataset CodeSearchNet [46], and a
code repair dataset Bugs2Fix [47]. These datasets are widely
used in existing code poisoning studies [13], [14], [15]. The
detailed statistics of these datasets are presented in Table 5.
Experimental Attacks. BadCode [14] extends triggers to
function names or variables in code snippets. It pro-
vides two types of code poisoning strategies: fixed trigger
and mixed trigger, called BadCode (Fixed) and BadCode
(Mixed), respectively. The former poisons a set of clean
samples by inserting a fixed token (e.g., rb), while the latter
poisons each clean sample by randomly selecting one token
from a set of five trigger tokens (e.g., rb, xt, i1, ite, and
wb).

BNC [12] utilizes a piece of fixed or grammar-based dead
code as a trigger, called BNC (Fixed) or BNC (Grammar) re-
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spectively. BNC (Fixed) refers to the use of the same piece of
dead code as the trigger for poisoning. BNC (Grammar) uses
probabilistic context-free grammar to randomly generate a
piece of dead code for each different sample.

CodePoisoner [15] offers three rule-based strategies and
one language-model-guided strategy. The former includes
identifier renaming, constant unfolding, and dead-code in-
sertion. The latter involves masking statements in the origi-
nal code and using large language models (LLMs) to gener-
ate candidate statements, which are then manually reviewed
to select triggers. Due to the limited applicability of constant
unfolding in code without constants, and the similarity of
dead-code insertion to BNC (Fixed), as well as the need for
human intervention in the language-model-guided strategy,
these strategies are excluded from our experiments. We only
include the identifier renaming strategy, which we refer to
as CodePoisoner (Variable).

For the defect detection and clone detection tasks, we

follow Li et al. [15] and set the attack label to 0 (i.e.,
non-defective or non-clone). For the code search task,
following Sun et al. [14], we select the attack target
word as “file”. For the code repair task, we follow Li et
al. [15] and use a malicious program (i.e., “void evil ()
{ System.exit (2333);}”) as the attack target. For all
tasks, we follow Li et al. [15] and poison 1% of the training
samples.
Baselines. We compare DETBADCODE with the following
popular and advanced data/code poisoning detection meth-
ods: (1) Spectral Signature (SS) [18] utilizes a well-trained
backdoored model to compute the latent representations
of all samples. Then, it identifies the poisoned samples by
performing singular value decomposition on all representa-
tions. (2) Activation Clustering (AC) [19] also utilizes a well-
trained backdoored model to compute the representation
values of the inputs for each label. Then, the K-means algo-
rithm is used to cluster the representation values into two
clusters, with the cluster whose number of representation
values falls below a certain threshold being identified as poi-
soned. (3) ONION [21] is a post-training defense that aims
to identify and remove outlier tokens suspected of being
triggers to prevent backdoor activation in the victim model.
In this paper, we adapt ONION to a pre-training defense
for code, and utilize CodeLlama-7b [3] (a renowned open-
source LLM specialized for code) to detect outlier tokens.
(4) CodeDetector [15] is a pre-training defense technique
by integrated gradients [20] for code poisoning detection.
The implementation code of CodeDetector is not open-
source. Therefore, we reproduce CodeDetector based on the
methodology described in [15].

6.2 Evaluation Metrics

Detection Metrics. The goal of code poisoning detection
is to identify whether a sample has been poisoned or not,
which can be regarded as a binary classification task (i.e.,
0 represents a clean sample, and 1 represents a poisoned
sample) [11], [13], [14], [15]. Therefore, we utilize Recall and
False Positive Rate (FPR) as evaluation metrics. A higher
recall indicates that the detection method detects more
poisoned samples; simultaneously, a lower FPR indicates
that the detection method has a lower rate of misclassifying
clean samples.
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TABLE 6: Overall performance of KILLBADCODE and baselines in detecting code poisoning. F: FPR; P: Precision; R: Recall.

F1: F1 score; BC: BadCode; CP: CodePoisoner.

Code Poisoning | AC | S5

| ONION | DETBADCODE

|F (%) R(%) P (%) F1(%) Time |F (%) R (%) P (%) Fl (%)

Time |F (%) R (%) P (%) F1(%) Time |F(%) R (%) P (%) F1(%) Time

Defect Detection

BC (Fixed) 9.06 30.71 77.14 4393 O0h37m |16.30 11.02 57.88 18.38 O0h36m |67.64 35.02 9.41 14.87 23h15m| 3.81 100 96.42 98.18 0h20m
BC (Mixed) 2458 3693 61.28 46.11 O0h37m |12.13 15.68 56.16 24.32 0h36m |68.48 27.68 8.56 13.23 23h15m| 5.18 100 95.08 97.48 0h20m
BNC (Fixed) 27.51 28.57 51.37 36.68 0h37m [24.23 11.27 32.89 16.54 O0h36m |62.31 13.92 6.04 855 23h15m| 3.03 100 95.02 9743 0h20m
BNC (Grammar) [ 25.72 25.71 50.33 34.12 Oh37m | 849 44.57 84.61 5836 O0h36m |71.81 19.52 7.73 11.04 23h15m|14.88 100 85.12 91.92 0h20m
CP (Variable) 4396 14.27 2048 17.02 Oh37m | 458 48.03 84.73 61.43 O0h36m |75.73 29.24 9.58 14.49 23h15m 2343 100 77.56 87.36 0h20m
Average ‘26.17 27.24 42.05 3557 O0h37m ‘13.15 26.11 63.25 35.81 0Oh36m ‘69.19 25.08 826 1244 23h15m‘ 10.07 100 89.84 94.47 0h20m
Clone Detection
BC (Fixed) 4938 0 0 0 4h31m | 1.53 225 5721 434 4h27m |64.55 37.52 1830 24.56 17h2Im| 2.50 100 97.63 98.80 0Oh21m
BC (Mixed) 9.51 10.87 53.68 18.04 4h31m | 3.10 0 0 0 4h27m (3430 7.05 549 6.15 17h21m|11.98 100 89.29 94.37 0Oh21lm
BNC (Fixed) 48.01 46.76 4891 47.82 4h31m | 3.04 296 49.10 556 4h27m |70.62 4291 19.11 26.27 17h2Im| 2.86 100 97.23 98.59 0h21m
BNC (Grammar) [ 14.11 6.54 1856 9.64 4h3Im | 4.62 0 0 0 4h27m |61.88 18.32 8.25 11.38 17h21m|12.39 100 89.04 94.18 Oh21lm
CP (Variable) 49.24 49.83 50.76 50.29 4h31m | 3.17 0 0 0 4h27m [82.43 24.17 12.35 1642 17h21m|1558 100 86.78 9291 Oh21lm
Average ‘34.05 22.80 34.38 25.16 4h31lm ‘ 3.09 1.04 2126 198 4h27m ‘62.76 2599 12.70 16.96 17h21m‘ 9.06 100 91.99 93.77 0h21m
Code Search
BC (Fixed) 2743 16.61 37.89 23.04 7h44m | 7.67 525 4047 926 7h42m [79.88 49.09 13.61 21.31 43h18m| 1.11 100 99.11 99.55 0h43m
BC (Mixed) 17.37 1246 37.68 18.69 7h44m | 9.71 697 41.78 12.06 7h42m |79.78 43.93 1229 19.33 43h18m| 1.38 100 98.66 99.33 0h43m
BNC (Fixed) 8.63 6.10 37.79 10.52 7h44m [10.15 7.19 41.48 1221 7h42m |79.97 42.82 1229 19.19 43h18m| 3.10 100 97.06 98.51 0h43m
BNC (Grammar) | 34.67 27.22 41.62 3294 7h44m | 776 7.66 49.67 13.36 7h42m |77.41 44.62 13.97 21.37 43h18m| 4.69 100 95.60 97.71 0h43m
CP (Variable) 4593 21.56 27.39 2410 7h44m | 9.18 10.02 52.82 16.98 7h42m |80.66 35.12 11.34 17.20 43h18m|20.31 100 83.36 90.97 0h43m
Average ‘26.75 16.79 36.47 21.86 7h44m ‘ 889 742 4524 1274 7h42m ‘79.54 43.12 12.70 19.68 43h18m‘ 6.12 100 94.76 97.21 0h43m
Code Repair
BC (Fixed) 30.07 98.61 76.58 86.33 24h48m| 3.22 0 0 0 24h46m | 75.09 46.54 14.70 2249 31h26m| 0.53 100 100 100  Oh5m
BC (Mixed) 30.84 13.85 29.92 18.77 24h48m| 327 0 0 0  24h46m|79.31 45.12 13.53 21.05 31h26m| 1.44 100 98.57 99.28 Oh5m
BNC (Fixed) 30.61 29.98 43.28 35.43 24h48m| 3.17 222 4251 421 24h46m|62.82 13.76 6.53 8.79 31h26m| 1.53 100 98.47 99.23 Oh5m
BNC (Grammar) [ 30.59 99.84 76.66 86.83 24h48m| 3.01 0 0 0 24h46m | 65.56 28.67 11.20 16.15 31h26m| 2.67 100 9742 98.69 0Oh5m
CP (Variable) 33.42 3293 4936 39.23 24h48m| 3.15 3.33 5141 6.21 24h46m|85.76 25.77 9.36 13.68 31h26m| 3.77 100 96.59 9826 (Oh5m
Average |31.12 55.04 55.16 53.32 24h48m| 3.16 1.11 18.78 2.08 24h46m|73.71 31.97 11.06 16.43 31h26m| 1.59 100 97.90 98.94 Oh5m

* The “Time” for AC, SS, and DETBADCODE includes the total time for training models and detecting poisoned samples, while for ONION,
the “Time” refers only to the time spent detecting poisoned samples. Specifically, the time required for defect detection, clone detection, code
search, and code repair tasks are as follows: AC and SS: 33m, 4h24m, 6h53m, and 24h20m to train poisoned CodeBERT models; DETBADCODE:

2s, 2s, 14s, and 1s to train n-gram models.

Attack Metric. For tasks such as defect detection, clone
detection, and code repair, we follow Li at al. [15] and use
attack success rate (ASR) to evaluate the effectiveness of
attack/defense techniques. ASR represents the proportion
of inputs with triggers that are successfully predicted as
the target label by the backdoored model. After defense,
the lower the ASR value, the better. For code search, we
follow the studies [14], [13] and use Average Normalized
Rank (ANR) as the metric for attack/defense. After defense,
the higher the ANR value, the better.

Task-Specific Metrics. Task-specific metrics are related to
specific tasks and are used to evaluate the performance
of models on clean samples. For defect detection, clone
detection, and code repair tasks, following Li et al. [15],
we utilize accuracy (ACC), F1 score (F1), and BLEU as
evaluation metrics, respectively. Particularly, considering
that CodeBLEU [48] may be more suitable for code-related
tasks than BLEU, we also apply CodeBLEU to evaluate the
models’ performance on code repair tasks. For the code
search task, we follow the studies [13], [14] and adopt the
mean reciprocal rank (MRR) as the metric. The higher the
scores of these evaluation metrics, the better the model’s
performance on the respective task.

6.3 Evaluation Results
RQ1: Effectiveness and efficiency of KILLBADCODE.

TABLE 7: Effect of randomness on KILLBADCODE.

Random-1 Random-2 Random-3

Task  Code Poisoning

FPR Recall FPR Recall FPR Recall

BadCode (Fixed)
BadCode (Mixed)

BNC (Fixed)

BNC (Grammar)
CodePoisoner (Variable)

1.53%
1.44%
1.53%
2.67%
3.77%

100%
100%
100%
100%
100%

1.49%
1.52%
1.53%
2.61%
4.21%

100%
100%
100%
100%
100%

1.57%
1.51%
1.53%
2.65%
4.02%

100%
100%
100%
100%
100%

Code Repair

Average 2.19% 100% 2.47% 100% 2.44% 100%

Table 6 demonstrates the effectiveness of the baselines
and our KILLBADCODE in detecting five code poisoning
attacks across four tasks (i.e., defect detection, clone de-
tection, code search, and code repair). Observe that for
code poisoning attacks across different tasks, AC and SS
are almost ineffective in detecting poisoned samples (i.e.,
they exhibit low recall). For ONION, it has a high FPR.
As described in Section 4, ONION tends to misidentify
normal/clean tokens as triggers when detecting each code
snippet, and it also easily misses the actual trigger tokens.
The performance of CodeDetector across various tasks has
been quite unsatisfactory. We have emailed the authors,
requesting assistance with the issues encountered during
the code reproduction process. However, we have not yet
received a response. Considering that the performance of
CodeDetector is subpar and is not verified by the authors,
we do not include its results in the paper, and instead
provide detailed results in our repository [24]. On the con-
trary, KILLBADCODE is effective across different tasks and
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various poisoning attacks. Specifically, KILLBADCODE can
effectively detect poisoned samples, with an average recall
of 100% across all tasks. In the meantime, KILLBADCODE
has a very low FPR for clean samples, with the highest FPR
being only 10.07%.

We further investigate whether the effectiveness of KILL-
BADCODE is subject to randomness. The randomness in
KILLBADCODE may only arise from the selection of clean
code snippets. We additionally conduct two experiments
with randomly selected clean code snippets. The results are
shown in Table 7. The results indicate that the variance
of KILLBADCODE is only 0.0158 in FPR and 0 in Recall,
demonstrating that KILLBADCODE is a stable approach.

As shown in the “Time” column of Table 6, SS, AC, and
ONION are all time-consuming in detecting poisoned sam-
ples. Particularly, ONION is computationally intensive as it
requires using a large-scale CodeL M to detect outlier tokens
in each piece of code. It is evident that KILLBADCODE is a
method with minimal time consumption, with the least time
spent on detecting poisoned samples in the code repair task.

Across all tasks and poisoning scenarios, CodeDetector
consistently exhibits extremely weak detection capability,
with recall remaining close to 0% despite non-negligible
false-positive rates. Averaged over all defect detection set-
tings (BC, BNC, and CP), CodeDetector achieves only 0% re-
call with FPRs ranging from 0% to 23.43%. A similar pattern
persists in clone detection tasks, where recall again stays at
0% across scenarios while FPR spans 1.53%-34.49%. In code
search tasks, recall remains 0% for every poisoning type,
with FPR values between 1.11% and 20.31%. Even in code
repair tasks where behavioral signals differ substantially,
CodeDetector’s recall stays extremely low (0-3.33%) while
FPR remains around 3.00%. Taken together, these results
(all shown with two-decimal precision) demonstrate that
CodeDetector is largely unable to recognize complex, multi-
token triggers across any setting.

TABLE 8: Performance of DETBADCODE against LM-guided
attack on Devign and CodeBERT after fine-tuning on LM-
guided attack dataset.

Task FPR

23.52%

Recall DT
94.22%

ACC
61.42%

ASR
97.66%

Detect Detection 25min

To further examine whether the effectiveness of DET-
BADCODE extends to more challenging and adaptive poi-
soning strategies beyond the standard attack settings, we
additionally evaluate DETBADCODE under LM-guided trig-
ger generation. As shown in Table 8, we follow Li et
al. [15] and conduct a new experiment to evaluate DETBAD-
CODE against LM-guided trigger generation on the Devign
dataset. LM-guided trigger contains more context-related
tokens, leading to a FPR soar but DETBADCODE maintains
relatively high Recall. This proves that DETBADCODE is a
stable approach against insertive attack.

11

TABLE 9: Performance of CodeBERT on purified datasets.
BC: BadCode; CP: CodePoisoner; CB: CodeBLEU.

Task Code Poisoning Clean Undefended DETBADCODE
ACC ASR ACC ASR ACC ASR
g BC (Fixed) 63.50% 27.76% 62.00% 100% 62.00% 26.99%
B BC (Mixed) 63.50% 27.76% 61.00% 96.18% 60.00% 32.14%
% BNC (Fixed) 63.50% 30.92% 60.43% 100% 61.16% 37.46%
9 BNC (Grammar) 63.50% 21.35% 63.28% 100% 63.12% 22.48%
é CP (Variable) 63.50% 46.29% 62.79% 100% 61.96% 48.59%
<
| Average 63.50% 30.82% 61.90% 99.24% 61.65% 33.53%
F1 ASR F1 ASR F1 ASR
g BC (Fixed) 98.71% 1.61% 98.10% 100% 98.39% 1.58%
kS BC (Mixed) 98.71% 1.61% 98.22% 100% 97.20% 2.55%
% BNC (Fixed) 98.71% 1.58% 98.27% 100% 98.53% 3.99%
a BNC (Grammar) 98.71% 1.04% 98.22% 100% 97.31% 5.17%
5 CP (Variable) 98.71% 2.23% 98.17% 100% 98.23% 6.70%
[}
Average 98.71% 1.61% 98.20% 100% 97.93% 4.00%
MRR ANR MRR ANR MRR ANR
5 BC (Fixed) 81.46 46.27 80.06 4.71 80.06 55.82
5 BC (Mixed) 81.46 46.27 80.04 4.93 80.22 4217
@ BNC (Fixed) 81.46 49.09 81.32 5.03 80.06 60.67
% BNC (Grammar) 81.46 51.36 80.01 214 80.03 56.43
9] CP (Variable) 81.46 43.12 79.66 8.34 79.93 61.60
Average 81.46 47.22 80.22 5.03 80.06 55.34
BLEU/CB ASR BLEU/CB ASR BLEU/CB ASR
- BC (Fixed) 78.42/75.58 0% 78.24/75.73 99.98% 77.63/75.46 0%
& BC (Mixed) 78.42/75.58 0% 77.33/75.15 100% 76.80/74.82 15.18%
2 BNC (Fixed) 78.42/75.58 0% 77.66/75.24 100% 77.55/75.31 0.48%
% BNC (Grammar) 78.42/75.58 0% 77.09/75.01 100% 77.23/75.13 3.19%
9] CP (Variable) 78.42/75.58 0% 77.82/75.58 100% 77.58/75.21 0.26%
Average 78.42/75.58 0% 77.63/75.36 100% 77.36/75.19 3.82%

TABLE 10: Performance of StarCoder on the defect detection
dataset purified by KILLBADCODE.

Task Code Poisoning Clean Undefended DETBADCODE
ACC ASR ACC ASR ACC ASR

g BadCode (Fixed) 61.97% 56.89% 61.73% 97.89% 61.37% 56.54%
B BadCode (Mixed) 61.97% 57.24% 61.67% 96.23% 61.23% 56.75%
% BNC (Fixed) 61.97% 57.39% 61.32% 100% 61.14% 56.82%
9 BNC (Grammar) 61.97% 58.31% 61.54% 100% 61.26% 57.64%
é CodePoisoner (Variable) 61.97% 59.12% 61.68% 96.57% 61.32% 59.03%
<

a

Average 61.97% 57.79% 61.59% 98.14% 61.26% 57.36%

Answer to RQ1: KillBadCode achieves consistently high
recall and low FPR across all poisoning attacks and tasks,
outperforming existing baselines such as AC, SS, and
ONION. While others suffer from low effectiveness or high
time cost, KillBadCode remains both accurate and efficient.
Additionally, its performance is stable under different clean
data selections, with negligible variance.

RQ2: Effect of KILLBADCODE on the model performance.

Table 9 illustrates the performance of NCMs after the
KILLBADCODE defense, where the “Clean” column rep-
resents the performance of the model trained on a clean
dataset and the “Undefended” column represents the per-
formance of NCMs trained on the poisoned dataset without
any defense method. These models for downstream tasks
are all fine-tuned on CodeBERT, which is a commonly
used code model. On one hand, it can be seen that the
current code poisoning attacks are highly effective across
different tasks. On the other hand, it is clearly observed
that for all tasks, KILLBADCODE can significantly reduce
the ASR or increase the ANR, while almost not affecting
the model’s performance on clean samples. In the defect
detection task, KILLBADCODE reduces the ASR from 99.24%
to 33.53%, which is approximately the same as the ASR
of the clean model (30.82%), and this result is sufficient
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Fig. 8: Effect of the quantity of available clean code snippets.

TABLE 11: Effect of the distribution of available clean code
snippets on KILLBADCODE.

Distribution FPR Recall

Same Distribution
Different Distribution

2.50%
3.81%

100%
100%

TABLE 12: Performance of KILLBADCODE with different
numbers of detected code snippets on BadCode (Fixed) in
the code repair task.

1000 2000 5000 10000 15000 Entire

FPR Recall FPR Recall FPR Recall FPR Recall FPR Recall FPR Recall

126%  100%  1.51%  100%  1.93%  100%  1.93%  100%  1.64%  100%  1.53%  100%

TABLE 13: Performance of KILLBADCODE with different
poisoning rates of BadCode (Fixed) in the code repair task.

1% 2% 3% 5% 10% 50%

FPR Recall FPR Recall FPR Recall FPR Recall FPR Recall FPR Recall

125%  100%  1.53%  100%  1.63%  100%

TABLE 11: Performance of KILLBADCODE with different
poisoning rates of BadCode (Fixed) on CodeLM training
dataset in the code repair task.

1.80%  100%  2.35%  100%  6.25%  100%

Poisoning Rate 0% 0.5% 1%
Metrics FPR Recall FPR Recall FPR Recall
Result 0.53% 100% 0.09% 0.11% 0.28% 0.21%

to prevent attackers from launching successful backdoor
attacks. Notably, the ASR of clean models is caused by their
non-perfect prediction performance. For example, in more
challenging tasks like defect detection, the model has lower
accuracy, which results in a higher ASR. In addition, we
apply the KILLBADCODE-purified defect detection data to
fine-tune a popular code LLM, called StarCoder-1B [49]. The
results in Table 10 show that the ASR of the fine-tuned Star-
Coder (57.36%) is comparable to that of the clean StarCoder
(57.79%) while maintaining its normal performance with an

ACC of 61.26%.
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code reaches 2,000 snippets, KILLBADCODE’s performance
saturates, indicating that further increases in the number of
clean code snippets do not result in significant changes in
recall and FPR.

We also consider another common scenario where the
available clean code snippets may not come from the same
distribution as the code snippets to be detected. Table 11
presents the results of KILLBADCODE on the clone detection
task, using clean code that is either from the same distribu-
tion or different from the poisoned code. Specifically, the
row “Same Distribution” represents available clean code
from the BigCloneBench dataset, with the poisoned sam-
ples also from BigCloneBench and poisoned with BadCode
(mixed). Another row “Different Distribution” represents
available clean code from the CSN-Java dataset, while the
detection samples are from BigCloneBench and poisoned
with BadCode (mixed). Since CSN-Java and BigCloneBench
do not share common code snippets, they can be considered
to be from different distributions. From Table 11, it can be
observed that regardless of whether the available clean code
and the detection code are from the same or different distri-
butions, KILLBADCODE can effectively detect the poisoned
code.

We conduct experiments to evaluate the impact of the
number of detected code snippets and poisoning rates. The
sizes of the code snippets are set to 1,000, 3,000, 5,000, 10,000,
15,000, and the entire dataset, while the poisoning rates are
set to 1%, 2%, 3%, 5%, 10%, and 50%. The results shown
in Table 12 and Table 13 demonstrate that KILLBADCODE
performs stably across different numbers of code snippets
and poisoning rates.

We conduct experiments to evaluate the impact of the
poisoning rates of “clean samples” and the poisoning rates
are set to 0.5% and 1%. The results shown in Table 11, when
the training dataset of CodeLM is poisoned, KILLBADCODE
is rendered completely ineffective. Although the result in-
dicates that our method exhibits a strong dependence on
the availability of clean data, the results in Table 11 show
that satisfactory detection performance can still be achieved
when the clean data come from either the same or a different
distribution, suggesting that obtaining a relatively small
amount of clean code is sufficient in practice.

Answer to RQ3: KillBadCode remains effective with as few
as 2,000 clean samples and performs well even when clean
and poisoned code come from different distributions. It also
maintains stable performance across varying dataset sizes
and poisoning rates.

Answer to RQ2: KillBadCode significantly reduces ASR
or increases ANR across tasks with minimal impact on
clean performance. It generalizes well to different NCMs,
including CodeBERT and StarCoder.

RQ3: Effect of available clean code snippets.

Figure 8 demonstrates the performance of KILLBAD-
CODE in defending against five poisoning attacks in the
code repair task, with varying amounts of clean code avail-
able. Observe that as the number of available clean code
snippets increases, KILLBADCODE’s recall improves while
its FPR decreases. When the quantity of available clean

RQ4. Influence of settings, i.e., n, k, code tokenizer and Z.

Considering that n used in n-gram language model may
affect the performance of the CodeLM and subsequently af-
fect KILLBADCODE, we conduct experiments with different
n values, including 2, 3, 4, 5, and 6. The results are shown in
Figure 9. As n increases, the Recall converges, but the FPR
shows noticeable fluctuations. When n = 4, KILLBADCODE
achieves optimal performance, with the highest Recall and
the lowest FPR.

We conduct experiments across various k values (rang-
ing from 5 to 25) to reveal their impact on KILLBADCODE,
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Fig. 11: Effect of Z.

TABLE 12: Comparison of KILLBADCODE performance be-
tween CodeBERT and CodeLlama tokenizers.

Task Code Poisoning CodeBERT Tokenizer CodeLlama Tokenizer

FPR Recall FPR Recall

BadCode (Fixed)
BadCode (Mixed)

BNC (Fixed)

BNC (Grammar)
CodePoisoner (Variable)

15.83%
15.53%
14.62%
14.53%
12.14%

11.81%
9.66%
8.31%
5.71%
6.38%

3.81%
5.18%
3.03%
14.88%
23.43%

100%
100%
100%
100%
100%

Defect Detection

Average 14.53% 8.37% 10.07% 100%

and the results are shown in Figure 10. As k increases, the
Recall converges, but the FPR noticeably increases.

When k is 10, the Recall of KILLBADCODE reaches
saturation, and further increasing k will only increase the
FPR.

We also try applying the other tokenizer (e.g., CodeBERT
tokenizer). However, its performance is significantly worse
than the Codellama tokenizer, as shown in Table 12. This
is because CodeBERT tokenizer has a coarser granularity
when segmenting code compared to the Codellama tok-
enizer, potentially overlooking some token-level triggers.

Moreover, we conduct experiments across Z values
(ranging from 1 to 5) to reveal their impact on DETBAD-
CODE, and the results are shown in Figure 11. When Z > 3,
DETBADCODE achieves optimal performance. Specifically, it
attains the lowest FPR while maintaining 100% Recall. As Z
increases, the FPR continuously decreases; however, further
increasing Z beyond 3 imposes overly strict constraints,
filtering out actual triggers and causing a significant drop
in Recall.

Based on the sensitivity analysis above, we recommend
using a 4-gram CodeLM, selecting the top-10 candidate
trigger tokens, setting the Z-score threshold to Z > 3, and
adopting the CodeLlama tokenizer as the default config-
uration for practical use of DETBADCODE. These default
settings are validated across the four code intelligence tasks
and five poisoning strategies evaluated in this paper, pro-
viding a reliable starting point for practitioners.
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Answer to RQ4: KillBadCode performs best when using a
4-gram language model, selecting top-10 tokens and Z > 3.
It is also sensitive to the choice of tokenizer—finer-grained
tokenizers like CodeLlama yield significantly better detection
results.

RQ5: Performance of KILLBADCODE on adaptive attacks.

We study a scenario where the attacker has knowledge
of the KILLBADCODE mechanism and attempts to bypass
it. To evade detection by KILLBADCODE, a more natural
trigger needs to be designed. We reference an NLP backdoor
study, MixUp [31], to design an adaptive attack against
KILLBADCODE. Specifically, MixUp first inserts a “[MASK]”
at a pre-specified position in a sentence and then uses
a masked language model (MLM) to generate a context-
aware word ¢. Then, MixUp utilizes a pre-trained model
to calculate the embedding vectors for the predicted word
¢ and the pre-defined hidden trigger word ¢. Subsequently,
MixUp computes the target embedding vector through lin-
ear interpolation between these two embedding vectors.
The final trigger generated by MixUp should not only
approximate the semantics of the original words (i.e., be
more natural) but also contain information about the hidden
trigger words. Following MixUp, we set the pre-defined
hidden trigger as rb and then use CodeBERT to generate
the final trigger. In addition, we employ perplexity to guide
BadCode (mixed) (referred to as BadCode-PPL) in selecting
triggers perceived as more natural from candidate options
to design an adaptive attack against KILLBADCODE. Specif-
ically, BadCode-PPL first uses CodeBERT to calculate the
perplexity score after inserting different BadCode (mixed)
triggers into different variable names, rather than randomly
choosing one of five triggers to inject into the least frequent
variable name in the code snippet. Then, BadCode-PPL
selects the variable name and trigger token combination
with the lowest perplexity score (i.e., the most natural) to
perform the poisoning. We apply KILLBADCODE to these
two adaptive attacks, and the detection results are shown
in Table 13. Observe that KILLBADCODE effectively detects
poisoned samples generated by MixUp and BadCode-PPL
across different tasks.

Although these results demonstrate that DETBADCODE
remains effective under the two adaptive attacks, they also
reveal a potential limitation. Compared with conventional
fixed-trigger attacks, MixUp and BadCode-PPL deliberately
generate more context-aware and natural-looking triggers,
which reduces the abnormality captured by token-level
perplexity changes and makes poisoned samples harder to
distinguish from benign ones. As a result, a small fraction of
poisoned samples can still evade detection, especially when
the trigger is seamlessly integrated into variable names or
other benign-looking code tokens. Nevertheless, DETBAD-
CODE still achieves high recall on both adaptive attacks,
with average recall values of 96.48% on MixUp and 94.93%
on BadCode-PPL. This indicates that trigger naturalization
does not fully remove the distributional bias introduced
by poisoning, and that poisoned code often still leaves de-
tectable token-level artifacts. Overall, DETBADCODE shows
reasonable robustness against adaptive attacks, while its
robustness may be further challenged by stronger adaptive
attackers that more thoroughly align trigger tokens with
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TABLE 13: Performance on adaptive attacks.

Fig. 13: Poisoning effects of

MixUp BadCode-PPL (perplexity)

Task Dataset/ Attack

FPR Recall FPR Recall

9.15%
5.32%
5.99%
1.12%

95.67%
100%
94.06%
96.19%

12.23%
7.45%
6.32%
2.17%

96.55%
93.64%
94.31%
95.23%

Defect Detection
Clone Detection
Code Search
Code Repair

Average 5.40% 96.48% 7.05% 94.93%

benign code contexts.

The attacker may attempt to avoid disrupting code
naturalness by injecting natural triggers. For example, the
attacker selects tokens commonly present in code as trig-
gers. Figure 12 shows a natural-looking poisoned code
snippet, where the token “get” is injected as a trigger.
“get” is a very common token in code. For example, code
snippets containing the “get” token account for 61.48% of
the CodeSearchNet-Python dataset. Figure 13 shows the
effects of using natural “get” and unnatural “rb” as triggers
in the code search task. Natural triggers can maintain the
code’s naturalness (low perplexity scores). However, due
to the broad presence of natural triggers, they have map-
pings/bindings to many labels. Therefore, natural triggers
struggle to achieve a high ASR (high ANR). Sun et al. [14]
also demonstrate that using more frequent (natural) tokens
as triggers results in lower attack performance.

Answer to RQ5: KillBadCode remains effective against
adaptive attacks. Even when attackers craft more natural
triggers using MixUp or perplexity-guided selection, Kill-
BadCode reliably detects poisoned samples, showing strong
robustness.

RQ6: What performance gains does DETBADCODE obtain
by incorporating token-label distribution analysis and
static program analysis, in comparison with KILLBAD-
CODE?

The distributional bias between the triggers and the
target output, along with static program analysis, can re-
spectively help reduce both the number of suspected tokens
identified and the false positive removal, i.e., cases where
trigger tokens appear in necessary code positions, leading
to mistaken deletion even though the sample is not actually
poisoned.

To evaluate the performance of DETBADCODE after in-
troducing the new modules, we conduct additional defense
experiments on previously high-FPR (i.e., high false deletion
rate) attack scenarios: BC(Mixed), BNC (Grammar), and CP
(Variable), as shown in Table 6. We also assess the time
overhead introduced by the new modules.

Table 14 presents the performance of DETBADCODE
against the two backdoor attack scenarios mentioned above.
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As can be seen, in both scenarios, the FPR is significantly
reduced. Although the time overhead increases noticeably,
it is well within acceptable bounds compared to the cost of
training a code language model.

Specifically, in the BC (Fixed) scenario, the false positive
rate (FPR) drops from 3.81% to 2.31%, a 39.37% reduction.
In the BNC (Grammar) attack, DETBADCODE reduces the
FPR from 14.88% to just 2.04%, yielding a substantial 86.29%
improvement. For the more complex CP (Variable) case, the
FPR decreases from 23.43% to 14.41%, reflecting a 38.50%
reduction. On average, the FPR is reduced from 14.04%
to 6.25%, achieving a notable 55.49% reduction in false
deletions across these challenging settings.

This enhanced accuracy comes at the cost of a moderate
increase in runtime—from 20 minutes to 25 minutes, which
constitutes a 25% time overhead. However, this additional
cost is minimal when compared to the time required for
model training or retraining, and is justified by the substan-
tial gains in precision. In general, the results demonstrate
that the integration of bias analysis and static program
analysis into the defense pipeline leads to significantly
improved detection quality with only a marginal increase
in computational expense.

Answer to RQ6: The two added modules significantly
improve DetBadCode's performance. On high-FPR scenarios,
FPR is reduced by up to 86.29%, with an average drop
of 55.49%, greatly lowering false deletions. The 25% time
overhead is acceptable given the improved precision.

TABLE 14: Overall performance of DETBADCODE after
adding new modules.

KILLBADCODE \ DETBADCODE

Code Poisoning ‘
| FPR (%) Recall (%) Time |FPR (%) Recall (%) Time

Defect Detection

BC (Mixed) 5.18 100 0h20m | 2.31 100 0h25m
BNC (Grammar) | 14.88 100 0h20m | 2.04 100 0h25m
CP (Variable) 23.43 100 0h20m | 14.41 100 0h25m
Average ‘ 14.04 100 0h20m ‘ 6.25 100 0h25m
Clone Detection
BC (Mixed) 11.98 100 Oh21m| 3.27 100 0h27m
BNC (Grammar) | 12.39 100 Oh2Im| 4.52 100 0h27m
CP (Variable) 15.58 100 0h21m| 11.34 100 0h27m
Average ‘ 13.32 100 Oh21m ‘ 6.37 100 0h27m
Code Search
BC (Mixed) 1.38 100 0h43m| 1.38 100 0h55m
BNC (Grammar) | 4.69 100 0h43m| 3.99 100 O0h55m
CP (Variable) 20.31 100 O0h43m | 14.02 100 Oh55m
Average | 879 100  Oh43m| 6.46 100  Oh55m
Code Repair
BC (Mixed) 1.44 100 Oh5m 144 100 Oh8m
BNC (Grammar) | 2.67 100 Oh5m | 2.02 100 O0h8m
CP (Variable) 3.77 100 Oh5m 246 100 Oh8m
Average | 2.63 100 Oh5m | 1.97 100 Oh8m

RQ7: What is the contribution of each component of
DETBADCODE to the final performance?

The results are shown in Table 15. Without two mod-
ules, DETBADCODE identifies the poisoned sample only
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by candidate unnatural tokens, and this leads to an over-
removal problem. After adding distribution bias analysis,
DETBADCODE gets tokens that tend to be triggers because
they exhibit a clear bias toward a particular target so that
DETBADCODE can exclude those candidate tokens that ex-
hibit no bias toward a particular target. After adding static
program analysis, DETBADCODE filters code snippets with
candidate tokens while they are not poisoned.

All modules are necessary for DETBADCODE to achieve
optimal performance. Without two modules, FPR on BNC
(Grammar) and CP (Variable) is 14.88% and 23.43% re-
spectively. After adding distribution bias analysis, DET-
BADCODE decreases FPR by 17.27% and 7.00% on BNC
and CP, respectively. After adding static program analysis,
DETBADCODE decreases FPR by 36.88% and 18.36%. With
both modules, DETBADCODE decreases FPR by 86.31% and
38.49%. These observations hold consistently for both defect
detection and clone detection tasks. For clone detection,
removing TDA increases the average FPR from 6.37% to
12.53%, whereas removing SPA results in a smaller increase
to 7.14%, while recall remains unchanged. This confirms that
token-label distribution analysis provides the dominant dis-
criminative capability, while static program analysis mainly
acts as a conservative, low-intrusiveness filter that further
suppresses false positives when combined with TDA.

Answer to RQ7: Three modules are essential for the per-
formance of DetBadCode. TDA module contributes to per-
formance much more than SPA module. This shows that
SPA serves as a low-intrusiveness, conservative filter. The
performance of DetBadCode on two attack scenarios is sub-
stantially improved by gradually adding three modules.

TABLE 15: The Results of Ablation Study. TDA: token-label distribution analysis,
SPA: static program analysis

Method | BC (Fixed) | BNC (Grammar) |  CP (Variable) |
| FPR Recall Time | FPR Recall Time | FPR Recall Time | FPR Recall Time

Average

Defect Detection

0h20m
0h23m
0h22m
0h25m

14.88 100 Oh20m
1231 100 0Oh23m
7.77 100 0h22m
204 100 Oh25m

KiLLBADCODE
DETBADCODE w/0 TDA
DETBADCODE w/0 SPA
DETBADCODE

5.18
5.18
2.65
213

100
100
100
100

23.43
21.79
17.79
14.41

100
100
100
100

0h20m
0h23m
0h22m
0h25m

10.07
13.76
9.40
6.25

100
100
100
100

0h20m
0h23m
0h22m
0h25m

Clone Detection

KiLLBADCODE
DETBADCODE w/0 TDA
DETBADCODE w/0 SPA
DETBADCODE

11.98
11.98
3.27
327

100
100
100
100

Oh21m
O0h23m
O0h22m
0h27m

12.39 100 Oh2Im
11.07 100 0h23m
582 100 0h22m
452 100 Oh27m

15.58
14.53
12.34
11.34

100
100
100
100

O0h21m
0h23m
O0h22m
0h27m

13.32
12.53
7.14
6.37

100
100
100
100

O0h21m
0h23m
0h22m
0h27m

7 THREATS TO VALIDITY

7.1 Mitigating Over-Removal

Current pre-training defenses all suffer from over-removal
(i.e., causing FPR), and DETBADCODE is no exception.
However, DETBADCODE performs significantly better than
baselines, achieving 100% recall while maintaining a low
FPR. Additionally, the results in RQ2 demonstrate that DET-
BADCODE can maintain the overall model performance. To
mitigate the issue of over-removal, we envisage a potentially
feasible solution. The dataset purified by DETBADCODE can
be used to train a clean NCM, which can then predict the
labels of candidate poisoned samples. Ultimately, samples
with predicted labels that differ from the original ones are
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removed. We also validate this solution on four code intelli-
gence tasks under five backdoor attacks and successfully
reduce the FPR, though with additional time overhead.
Moreover, although we introduced two additional analyses
to mitigate the issue of over-removal, the reliability and
completeness of the heuristic rules (static program analysis)
ultimately determine whether misidentified code snippets
can be correctly excluded. We leave further exploration of
these experiments for future work.

7.2 Potential Limitations of Our Work

The potential limitations of our work may mainly include
the following two aspects. First, as mentioned in Section 3,
DETBADCODE is a pre-training defense. Therefore, DET-
BADCODE cannot reconstruct backdoor triggers, nor can it
detect poisoned models. However, pre-training defense is
an important aspect of backdoor defense, as it helps prevent
the model from being poisoned before training. Addition-
ally, DETBADCODE focuses on detecting triggers in code
snippets and is not suitable for detecting triggers located
in non-code parts (e.g., comments). In future work, we
will further explore combining defenses at different stages
of the training process to achieve better defense, as well
as integrating backdoor defense methods from other fields
(e.g., NLP) to detect triggers in various locations. Second, we
assume that defenders have access to some clean samples.
Thus, if clean samples are unavailable, the performance
of DETBADCODE may decrease. We also show that clean
samples are easily obtainable, and DETBADCODE only re-
quires 2,000 clean samples to achieve effective detection. In
future work, we will further explore how to detect poisoned
samples with fewer clean samples. To mitigate seed contam-
ination risk in practice, defenders can adopt three strategies:
(1) curated benchmark sourcing, where clean seeds are col-
lected from authoritative and widely vetted datasets such as
CodeXGLUE [41], together with lightweight sanity checks
such as manual spot-checking or perplexity-based filtering
to identify anomalous seeds; (2) cross-validation screening,
where the seed set is split into multiple subsets, separate
CodeLMs are trained on them, and the resulting candidate
trigger token lists are compared so that subsets producing
divergent candidates can be flagged and excluded; and
(3) iterative self-bootstrapping, where a small verified-clean
pool is used to detect poisoned samples, and samples con-
sistently classified as benign with high confidence are grad-
ually added to expand the clean seed set. These strategies
are practical mitigations rather than theoretical guarantees:
as shown in Table 11, if all available seeds are poisoned,
the performance of DETBADCODE degrades substantially,
which is a fundamental limitation for any defense relying
on clean reference data. Nevertheless, since our results show
that clean seeds need not follow the same distribution as the
target data, defenders can flexibly source clean code from
high-quality datasets in the same programming language,
thereby reducing reliance on perfectly clean in-distribution
seeds. With the introduction of the heuristic rules, DETBAD-
CODE is no longer purely data-driven and has some ad
hoc elements. If those heuristics are not perfect, they could
reintroduce false negatives. If attackers have understood
the mechanism of DETBADCODE, they may design specific
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triggers to surpass heuristic rules and survive the poisoning
detection. In future work, we will improve the design of the
heuristic rules or replace them with a data-driven module.

Moreover, DETBADCODE fundamentally relies on code
naturalness, i.e., poisoned code tends to exhibit unnatural or
distributionally biased patterns compared with clean code.
As a result, DETBADCODE may be less effective against
non-insertive backdoor attacks that do not introduce ex-
plicit trigger tokens, such as code style transformation or
global refactoring-based attacks, where the malicious be-
havior is embedded through systematic yet natural-looking
code modifications. Similar to invisible syntactic trigger
attacks in the NLP domain [50], if such style- or syntax-
level backdoors are transplanted into the code domain, they
could substantially reduce the effectiveness of our current
detection strategy. Addressing these non-insertive backdoor
scenarios remains an open challenge and will be explored in
future work.

8 RELATED WORK
8.1 Backdoor Attacks on Neural Code Models

Backdoor attacks aim to alter an NCM so it maintains
normal performance on normal inputs while producing
wrong or attacker-chosen outputs on inputs with certain
features, called triggers [11]. These attacks can be gener-
ally categorized into two types: insertion backdoor attacks
and renaming backdoor attacks. Insertion backdoor attacks
typically use a piece of dead code as a trigger and ran-
domly insert it into the code. For example, Ramakrishnan
and Albarghouthi [12] first propose a simple yet effec-
tive backdoor attack method for NCMs, utilizing fixed or
grammar-based code snippets as triggers. Similarly, Wan
et al. [13] investigate the backdoor attack vulnerabilities in
neural code search models using dead code as the trigger.
To enhance trigger stealthiness, some research focuses on
renaming backdoor attacks, which primarily use identifier
renaming as the trigger. In this vein, Sun et al. [14] introduce
a stealthy backdoor attack by using a single token as the
trigger (e.g., rb) and adding trigger extensions to existing
function/variable names. Additionally, Li et al. [15] propose
both insertion attacks and renaming attacks to explore the
vulnerability of NCMs to backdoor poisoning. In this paper,
we evaluate the performance of our DETBADCODE on both
types of backdoor attacks.

8.2 Backdoor Defenses on Neural Code Models

According to previous work [42], backdoor defenses on
NCMs can be categorized into two types: pre-training de-
fenses and post-training defenses. Post-training defenses are
applied after model training is completed [51]. For example,
Hussain et al. [52] observe that backdoored NCMs heavily
rely on the trigger part of the input, and utilize a human-in-
the-loop technique for identifying backdoor inputs. In ad-
dition, defense techniques from other fields (e.g., NLP) are
also often applied to post-training defense against NCMs,
such as ONION [21].

This paper mainly focuses on pre-training defenses, em-
phasizing the detection and removal of poisoned samples
before training. Along this direction, Ramakrishnan and Al-
barghouthi [12] adapt SS [18] to the source code, leveraging
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the fact that poisoning attacks typically leave detectable
traces in the spectrum of the covariance of the model’s
learned representations to identify and remove poisoned
samples. Wan et al. [13] apply AC [19] to detect code, which
utilizes the k-means clustering algorithm to partition the
feature representations of code snippets into two sets: a
clean set and a poisoned set. Li et al. [15] propose Cod-
eDetector, which uses the integrated gradient technique [20]
to mine tokens that have a significant negative impact
on model performance. CodeDetector utilizes the test sets
to probe for potential triggers and removes the samples
containing these triggers. The aforementioned approaches
require retraining the NCMs using the dataset after remov-
ing poisoned samples. Sun et al. [51] propose EliBadCode,
a post-training defense that identifies stealthy backdoor
triggers in trained neural code models via trigger inversion
and mitigates their impact through targeted fine-tuning.
Yang et al. [53] introduce DeCE, a training-time defense
that suppresses backdoor correlations by incorporating a
deceptive cross-entropy loss during model optimization.

8.3 Prominent Backdoor Defenses

While classical backdoor defenses from the security com-
munity, such as Neural Cleanse [54], Fine-Pruning [55],
and MNTD [56], have demonstrated effectiveness in image
classification, their underlying assumptions do not directly
transfer to NCMs. Neural Cleanse searches for minimal in-
put perturbations through gradient-based trigger inversion.
This is computationally expensive for large language mod-
els and often fails when triggers are non-pixel-based, com-
plex, or linguistically consistent (as in code). Fine-Pruning
relies on retraining and neuron-level pruning, assuming
that backdoor behaviors are localized in specific activation
patterns within the model. However, retraining or fine-
tuning massive NCMs is prohibitively expensive for typical
users, and the localization assumption may not hold for
complex, dispersed, lexical triggers. MNTD requires train-
ing a meta-classifier over many backdoored models. This is
highly infeasible given the diversity and structured nature
of code-trigger designs and the difficulty of acquiring a
diverse set of backdoored Code Models for pre-training the
meta-classifier. In contrast, DETBADCODE performs data-
centric token-sensitivity analysis directly on the source code
samples. This design offers several unique advantages over
these model-based methods, making it fundamentally more
suitable for detecting complex, grammar-consistent triggers
in code poisoning: it requires no retraining, no model fine-
tuning, and no auxiliary poisoned models.

8.4 Code Naturalness

Code naturalness has become a foundational concept in soft-
ware engineering, supporting tasks such as buggy line pri-
oritization, training data cleansing, code completion, style
consistency, program repair, and real-time defect predic-
tion. [57] Hindle et al. [22] are the first to introduce the
concept of “naturalness” into code. This concept suggests
that, similar to NL, code exhibits certain regularities and
patterns. Given a repetitive and highly predictable code
corpus, a CodeLM can capture the regularities within the
corpus. In other words, a CodeLM can identify new code
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with “atypical” content as being very “perplexing”, which is
also referred to as perplexity or its log-transformed version,
cross-entropy. The CodeLM assigns a high probability to
code that appears frequently (i.e., natural). Empirical find-
ings highlight the importance of syntax-level tokenization
and suggest exploring alternative code representations to
enhance naturalness assessment [58], [59]. Jiang et al. [58]
investigate the naturalness of buggy, non-buggy, and bug-
fixing code, and confirmed that defective code consistently
shows lower naturalness scores. Rahman et al. [59] con-
ducted an extensive study to investigate the impact of
syntax tokens on the naturalness measure and explored
how different code representations exhibit different levels
of repetition. While naturalness often correlates with code
smells—e.g., inconsistent naming or poor structure—these
are not interchangeable concepts. Low naturalness may
result from complex logic rather than poor design, and
highly natural code can still exhibit architectural flaws.
Thus, naturalness and code smells, though related, should
be evaluated separately. Moreover, “Code naturalness” has
found a wide range of applications in various code-related
tasks. For example, defect detection [36], [4], code genera-
tion [8], [37] and code summarization [38], [39]. In contrast
to aforementioned work, in this paper, we concentrate on
utilizing code naturalness to detect code poisoning attacks.

9 DISCUSSION AND CONCLUSION

In this paper, we propose DETBADCODE, a code poisoning
detection technique based on code naturalness violations ,
token-label distribution analysis and static program analy-
sis. Unlike existing techniques that rely on training a back-
doored model on poisoned data to identify triggers, DET-
BADCODE uses a few clean code snippets (without requiring
labels) to train a lightweight clean CodeLM. Additionally,
DETBADCODE determines trigger tokens by measuring the
impact of each token on the naturalness of a set of code
snippets, token-label distribution analysis and static pro-
gram analysis to reduce FPR. We evaluate DETBADCODE
on 20 code poisoning detection scenarios, and the results
demonstrate that DETBADCODE can detect poisoned code
effectively and efficiently, significantly outperforming four
baselines.
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